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E xchanging information across digital networks requires each party to 
speak the same data transport language. How many languages does your 
organization speak?

In information technology, protocols enable file transfers by outlining a standard 
procedure for regulating the data exchange between businesses. Protocols 
specify interactions between the communicating entities, and they can often be 
prescribed by industry or other standards.

Managed file transfer protocol flexibility becomes increasingly important as 
your network of trading partners and customers grows. At the core of evolving 
protocols is the expectation for heightened security around the data being 
transferred. The functional elements of protocol security include privacy, 
authentication, integrity, and non-repudiation.

Understanding your current and future file transfer needs will help you to 
select the best protocols for standardization and security. Some of the major 
considerations include file size, volume, frequency, certificate management, and 
the associated functionality required. Depending on your business needs and 
trading partner requirements, one or many protocols may be appropriate for you.

Why not just support one transfer protocol?
Isn’t one communications protocol better than the others? Yes, perhaps for a 
particular purpose. And in many cases, perhaps for all of your present needs. Still, 
you’re not always in control and cannot always dictate what your trading partner 
uses on their end. It may be quicker to just connect today using their prescribed 
protocol than to convince them to acquire, learn, and implement something new.

If you are like most companies you’ve implemented a number of different 
protocols dictated by the requirements of larger trading partners with established 
e-commerce programs tied to one or two specific protocols. If you’re fortunate 
enough to be the large customer and can dictate to trading partners which 
protocol is used, you’re still as likely to be supporting a number of different 
protocols that have been rolled out over time with varying segments of your 
trading community using each protocol — with most obstructed by the cost of 
migrating to the newest and latest one.

The likely case is that you have to support a number of different protocols, 
and most businesses do this with separate applications, which fragments their 
efforts to control, govern, monitor, and support the overall community of trading 
partners. For each separate application, there is different training, support, 
connection troubleshooting, and visibility. Try to find a vendor that supports 
all of the protocols you need today as well as all of the protocols you think you 
might need to help future-proof your integration infrastructure. 

Protocol Considerations 
for Secure Data Transfer 

About This Guide

Each data transport protocol has 
its own set of advantages and 
limitations. Depending on your 
business needs and external 
trading partner requirements, one 
or many several protocols may be 
appropriate for your business now 
and in the future. This guide outlines 
the security and functionality 
of protocols supported by Cleo 
solutions to help you compare and 
select.
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Privacy
Privacy means that a transaction between two points cannot 
be viewed or disrupted by an outside party. Encryption is 
used to make sure business-critical transactions are kept 
private. Encryption levels can be further segmented to give 
two layers of protection to your data – transport and payload. 

 • Transport encryption – Secures the entire connection so 
that all data contents cannot be viewed. 

 • Payload encryption – Ensures the data is encrypted 
before sending.

Additionally, it is imperative that your data (encrypted or 
otherwise) never reside within your firewall DMZ. Some 
solutions tout their strong encryption capabilities as they 
describe protections extended to data at rest residing within 
a DMZ. This is very poor design and will get flagged by 
auditors. 

Authentication 
Requiring identity credentials before providing access to a 
system allows businesses to control their content and protect 
their data. There are three elements related to protocol 
authentication:

 • Username & Password – Assigning users a unique 
name and password before allowing connections to data 
provides the first level of authentication. 

 • Client Authentication – Using keys or certificates 
provides the identifying credentials for clients adding 
a higher level of authentication. Digital certificates are 
often signed by a certificate authority – further increasing 
security.

 • Session Authentication – Client authentication is 
provided within the transport layer. Session authentication 
makes use of keys or certificates within protocol 
commands to further authenticate parties prior to 
exchanging any payload.

Integrity
The two qualifiers for integrity are:

1. The data that is sent is identical to the data that is 
received.

2. The ability to prove that two different copies of a file are 
identical or not.

Message digest or hashing is often used to ensure data 
integrity. These methods perform an operation to calculate 
a number from any type of data. The resulting number will 
be the same when calculated from the same set of data, 
regardless of the device used. Any changes to the file will 
result in a new number being generated. 

Non-Repudiation
It’s critical to know when discrepancies are present in the 
data being transferred. Non-repudiation ensures that a 
trading partner cannot later dispute having sent or received 
a file. There are two parts to non-repudiation that are 
commonly used together.

 • Receipts – File transfers are confirmed with a returned 
document or message giving the status of the transfer. In 
many cases, receipts also confirm integrity checks as well. 
In the parlance of some data exchange standards, these 
receipts are called acknowledgments. 

 • Signing – Digital certificates are used to provide the user 
a way to “sign” a file or receipt. Public and private keys 
ensure that signatures can be verified by the receiving side 
and prohibit file transfers from unauthorized parties.

Security Checklist
We’ve divided the functional elements of protocol security into the following categories:
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Standard Protocols
AS1 (Applicability Statement 1): AS1 is a data transfer 
standard that used the email protocol to move data and is 
largely unused in practice today for systematic file exchange. 
Disadvantages of AS1 include congregating AS1 payloads 
with regular email, and a delivery mechanism subject to 
vagaries of email relays, latencies, and loss of message control.  
Due to the low market adoption of AS1, it is not covered 
further in this paper.

AS2 (Applicability Statement 2): AS2 is a standard by 
which users transfer EDI or other data, such as Extensible 
Markup Language (XML) or plain text documents, over the 
Internet using HTTP and HTTPs. AS2 offers increased 
verification and security achieved through the use of receipts, 
digital signatures, and file encryption. Its transactions and 
acknowledgments occur in real time, increasing the efficiency 
of document exchanges.

AS3 (Applicability Statement 3): AS3 is the IEFT 
messaging specification standard that enables software 
applications to systematically communicate data, including 
EDI and XML, over the Internet using file transfer protocol 
(FTP). AS3 is not the next version of AS2 as it offers its 
own unique features and provides security for the transport 
payload through digital signatures and data encryption.

AS4 (Applicability Statement 4): AS4 provides guidance 
for a standardized methodology for the secure and 
document-agnostic exchange of B2B payloads using Web 
Services. The profile focuses on providing an entry-level on-
ramp for Web Services B2B messaging.

ebMS 2.0 (ebXML Messaging Service): ebXML 
Messaging focuses on the means to transmit a payload 
from one party to another, possibly via intermediaries. 
This protocol is an attempt to standardize the way B2B 
transactions are transmitted in a way that includes all sizes of 
companies.

FTP (File Transfer Protocol): FTP is an application 
protocol that uses the Internet’s Transmission Control 
Protocol (TCP)/IP protocols. FTP is commonly used to 
transfer Web page files from their creator to the computer 
that acts as their server for everyone on the Internet. It’s also 
used to download programs and other files to your computer 
from other servers.

FTPs (File Transfer Protocol Secure — aka FTP over 
SSL): FTPs is a protocol for transferring files using Secure 
Sockets Layer (SSL) to secure the commands and data that 
are being transferred between the client and the server.

SSH FTP (Secure Shell File Transfer Protocol — aka 
SFTP): SSH FTP uses SSH to transfer files and requires 
that the client be authenticated by the server. Commands 
and data are encrypted to prevent passwords and other 
sensitive information from being exposed to the network in 
plain text. 

HTTP (Hypertext Transfer Protocol): The foundation 
of data communication for the Internet, this application 
protocol is the one to exchange or transfer hypertext. HTTP 
defines how messages are formatted and transmitted, and 
what actions Web servers and browsers take in response to 
various commands.

HTTPs (Hypertext Transfer Protocol Secure — aka 
HTTP over SSL): HTTPs is a secure version of HTTP and 
it allows secure e-commerce transactions. Using HTTPs, 
computers agree on a code between them on a Secure 
Sockets Layer, and then they scramble the messages using 
that code so that no one in between can read them.

MLLP (Minimal Lower Layer Protocol): Commonly 
used within the HL7 (Health Level Seven) community for 
transferring HL7 messages, MLLP provides a minimalistic 
session-layer framing protocol. MLLP supports only direct 
connections between a sender and a receiver, and there is no 
authentication process.

Data Transfer Protocols
The following is a partial list of both standard and proprietary data transfer protocols:
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OFTP (Odette File Transfer Protocol): Established by 
Odette, the European automotive standards body, OFTP is 
the most prolific protocol inside Europe for the exchange of 
EDI data, in particular for the automotive industry, and was 
initially designed to work over an X.25 network.

OFTP2 (Odette File Transfer Protocol 2): This advanced 
version of OFTP is mainly intended for secure data exchange 
over the Internet, where security is enhanced by the use of 
encryption methods and digital certificates. 

RNIF (RosettaNet Implementation Framework): 
This protocol defines how systems transport a RosettaNet 
message. RosettaNet is a set of XML standards for 
integrating business processes between companies, and RNIF 
is a robust transfer, routing, packaging, and security standard.

SMTP (Simple Mail Transfer Protocol): This a protocol 
for sending email messages between servers. Most e-mail 
systems that send mail over the Internet use SMTP to send 
messages from one server to another; the messages can then 
be retrieved with an e-mail client.

SMTPs (Simple Mail Transfer Protocol Secure — aka 
SMTP over SSL): This is a method for securing SMTP 
with transport layer security. It is intended to provide 
authentication of the communication partners. SMTPs is not 
an extension of SMTP; it is just a way to secure SMTP at 
the transport layer.

WS (Web Services): Web services are XML-based 
information exchange systems that use the Internet for direct 
application-to-application interaction. These systems can 
include programs, objects, messages, or documents.

Proprietary Protocols
Cleo Jetsonic™: This transfer technology enables customers 
to achieve high-speed transfers using proprietary Cleo 
technology based on parallel TCP.  Based on the core Cleo 
technology stack, this solution enables the fastest transfer 
times in the industry — of any TCP- or UDP-based 
technology — for any size of file with a high level of security.  
 
This enables customers to control primary network 
characteristics for slowdown like network speed and latency 
as well as secondary characteristics, such as background 
traffic, jitter, and data loss.

fasp™ (Aspera Software’s High-Speed File Transfer 
Protocol): This patented UDP-based transfer technology 
achieves speeds that are faster than conventional protocols 
like FTP/HTTP and enables large-data transfers across long 
distances. 

IBM® WebSphere® MQ: IBM’s proprietary technology is a 
robust messaging middleware that simplifies and accelerates 
the integration of diverse applications and business data 
across multiple platforms.
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Standard File 
Transfer  

Protocols

Privacy Authentication Integrity* Non-Repudiation Message 
Size

Compression* Speed Restart Certified Firewall 
Friendly

Architecture

Transport 
Encryption

Payload  
Encryption*

Username 
& Password

Client 
Authentication

Session 
Authentication

Receipt Signing*

SMTP Sm High Yes Peer-to-Peer

SMTPs Yes Yes Sm High Yes Peer-to-Peer

FTP Yes Sm - Lg High Yes Client-Server

FTPs Yes Yes Yes Sm - Lg High Yes Client-Server

SSH FTP Yes Yes Yes Yes Yes Sm - Lg Med Yes Yes Client-Server

OFTP Yes Yes Sm - Med Med Yes Yes Client-Server

OFTP2 Yes Yes Yes Yes Yes Yes Yes Yes Sm - Lg Yes Med Yes Yes Yes Client-Server

HTTP Yes Sm - Med High Yes Client-Server

HTTPs Yes Yes Yes Sm - Med High Yes Client-Server

AS2 Yes Yes Yes Yes Yes Yes Yes Sm - Lg Yes Med Yes Yes Yes Peer-to-Peer

AS3 Yes Yes Yes Yes Yes Yes Yes Sm - Med Yes Med Yes Client-Server

AS4 Yes Yes Yes Yes Yes Yes Yes Sm - Lg Yes Med Yes Yes Peer-to-Peer  
Client-Server

MLLP Sm - Med High Yes Peer-to-Peer

RNIF Yes Yes Yes Yes Yes Yes Yes Sm Yes Med Yes Peer-to-Peer

ebMS 2.0 Yes Yes Yes Yes Yes Yes Yes Sm - Med Yes Med Yes Yes Peer-to-Peer

EBICS Yes Yes Yes Yes Yes Yes Yes Med - Lg Yes Med Yes Yes Yes Client-Server

Web Services Functionality varies widely and is controlled in part by the implementation and governing WSDL definition of each such web service. Client-Server

  Proprietary protocols

Cleo Jetsonic
TM

Yes Not  
Required Yes Yes Yes Sm - Lg Fastest Yes Yes Peer-to-Peer

fasp
TM

Yes Yes Yes Sm - Lg Very 
High Yes Client-Server

IBM® WebSphere®  MQ Yes Yes Yes Sm - Med Med Yes Client-Server

* PGP packaging can be added to all of the above protocols to provide payload encryption, integrity, signing, and compression.

Cleo Protocol Comparison Chart
Each protocol listed below has its own set of advantages and limitations. Depending on your business needs and trading partner requirements, one or many of the protocols may be 
appropriate for your business.
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Message size
Understanding the range of file sizes that support is needed 
for will help to better identify an appropriate protocol to 
meet your needs. 

Compression
Before sending a document or data set to a recipient, 
compression reduces the size of the file. This reduces the 
bandwidth usage on both sides and can reduce the total file 
transfer time.

Speed
Less overhead on a protocol increases speed. Network 
conditions, bandwidth, and latency all have a compounding 
impact on protocol performance. It’s important to evaluate 
all of these factors in relation to your desired speed 
requirements.

Certificate Management
Digital certificates allow trading partners to do business 
together, and managing these can be cumbersome when 
you have multiple partners requiring secure connectivity. 
Automating the process to schedule renewals, get expiration 
notices, and generally stay ahead of problems associated with 
expiring certificates will help avoid system downtime and lost 
business.

Restart
Very important for large file transfers, restart capabilities 
allow a protocol to reinstate a failed or interrupted file 
transfer from the point it was stopped as opposed to 
restarting the transfer from the beginning.

Certification
Certification with governing bodies or interoperability 
testing groups ensures the promised performance of a 
protocol and reduces setup time when both the sending and 
receiving parties are utilizing the same specifications and 
optional protocol functionality. 

Firewall Friendly
This measurement helps to qualify general ease of use when 
configuring protocols to talk through the firewall. Protocols 
that change ports or use port ranges often require greater 
firewall configuration. Those protocols identified as “firewall 
friendly” tend to provide easier firewall configuration. 

Architecture
Protocol architecture determines how a protocol 
communicates from point-to-point: 

 •  Peer-to-peer – Sometimes referred to as push/push, 
these protocols work by allowing simultaneous traffic 
flow from sender to receiver and file transfers are always 
initiated from the side that has the data. Peer-to-peer 
protocols allow for real-time automation on both ends of 
the connection and require both sides to be in a constant 
listening state to receive files real time.

 • Client-server – Sometimes referred to as push/pull, these 
protocols and associated file transfers are always initiated 
from the client side. This requires the server to be in a 
constant listening state, but does not require the client 
to do the same. Client-server protocols require fewer 
configurations on the client side and are more widely used 
for date/time or batch based file transfers. 

Additional Protocols Considerations

B e sure it’s certified and supported! Just because a given protocol definition says that it supports the items on this 
page does not mean that every vendor that certifies with the protocol supports all of them. Some of these optional 
protocol add-ons have profound impact on the quality of transmissions, network and computing resources needed to 

transfer, and the amount of labor required to establish connections, and maintain and operate related systems. Understanding 
your current and future file transfer needs will help you to select the best protocols for standardization and security. Top 
considerations include file size, volume, frequency and the associated protocol functionality required.
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Drummond Group Certified
Cleo LexiCom®, Cleo VLTrader®, and Cleo Harmony™ 
products have been Drummond Group certified for 
interoperability since 2002, for every release. Certified for 
Cleo AS2, AS3, and ebMS 2.0 standards, which enable 
secure and reliable B2B Internet data interchange, Cleo 
successfully achieved eBusinessReady certification for AS3 
EDI/XML interoperability in 2005 as a joint partnership 
between GS1 US and Drummond Group. 

Drummond AS2 Interoperability Optional Testing
Cleo also is one of the only data integration companies today 
that supports all of the optional testing for Drummond 
Group AS2 certification. These add-ons could have major 
effects on your data transmissions. The optional features 
tested include: 

 • AS2 Reliability
 • AS2 Restart*
 • Certificate Exchange Messaging
 • Chunked Transfer Encoding
 • Filename Preservation
 • Filename Preservation with MDN Response
 • Filename Preservation for Multiple Attachments
 • Multiple Attachments
 • SHA-2 Hash Algorithms

* Cleo plays an instrumental part in industry Big Data needs 
for successfully exchanging massive payloads using AS2 
software. With the adoption and implementation of the AS2 
Restart optional protocol add-on, AS2 systems will easily 
exchange very large payloads (500MB or larger) over AS2 
seamlessly by eliminating the need to retry an entire AS2 
message when connections fail.

The Drummond certification program provides neutral third 
party testing of software within a simulated, controlled real-
world secure file transfer environment. Current test results 
are available at www.drummondgroup.com.

Odette Certified
Cleo’s solutions for B2B and managed file transfer, Cleo 
LexiCom® and Cleo VLTrader®, are Odette Certified for 
OFTP2 ensuring that these solutions can reliably interact 
with other software packages for the secure exchange of 
critical business data. Cleo’s OFTP2 protocol features 
include:

 • Backward compatibility with OFTP
 • Support for both ISDN and TCP/IP connections
 • Large file transfer
 • Substation mailboxes
 • Certificate Logical Identification Data (CLID)  

and Automatic Certificate Exchange (ACE)

Cleo customers add OFTP2 to the large and growing list 
of options available to connect and exchange with their 
trading partners worldwide. Cleo’s commitment to OFTP2 
certification further enables the automotive industry to 
standardize on Cleo solutions to meet all of their secure B2B 
and managed file transfer needs.

Cleo Solutions Certifications

Q uality is determined by customers, partners, and users like you. Cleo knows quality means confidence, so you can 
rest assured that our products and standards have passed performance and quality assurance tests required for 
certification, allowing you to leverage the latest advancements in security and efficiency.
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D ata transport protocols act as a set of rules that 
enable businesses to successfully connect and 
send data within from point to point and to other 

businesses and entities, thereby automating transactions, 
sharing business intelligence, and creating value. What if 
you could support all of the market leading protocols within 
one easy-to-use product? What if the level of support 
offered enabled larger files, automated certificate exchange, 
faster on-boarding, and easier trading partner community 
management?

Your business circumstances most likely require support 
of not just one, but many data transport protocols. It’s 
important to invest in a solution that is a recognized leader 
in data transport.

Standard and advanced protocol flexibility gives your 
managed file transfer solution — and your business — an 
edge as your network of partners and customers expands. 
Being able to quickly say “yes” to customer requests requiring 
various protocol support can translate into better customer 
relationships, faster revenue attainment, and better business 
agility.

Understanding your file transfer needs will help you select 
the best protocols and position your organization for future 
success. With more than 35 years of experience, Cleo 
supports the widest array of transfer protocols. Visit www.
cleo.com today for more on how to reliably manage all of 
your organization’s data transfer needs using Cleo’s extensive 
protocol expertise.

Summary

Copyright 2016 Cleo. All rights reserved.
Cleo is a trademark of Cleo Communications US, LLC. All other marks are the property of their respective owners. 2016-09-01.
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