A Complete
Fax Solution for
Modern Healthcare

Applications
Medical data: Automates the
secure delivery of patient records
and medical information to
various recipients in a number
of locations, such as insurance
companies, outside laboratories,
and other departments within
the hospital or medical facility.
Purchase orders: As purchasing
department POs are generated,
they can be faxed directly out
of the system and stored as an
electronic copy, avoiding hardcopy printing and manual faxing.
Billing information: Securely
send necessary billing information
to all parties responsible for
payment in a timely manner,
resulting in faster invoice-topayment and improved cash flow.
News and information releases:
Ensure media outlets are informed
of current news and any health
crises with a few clicks of a mouse.
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Secure Network Fax

Alerts and Messaging

The Cleo Streem® secure network fax and communications system enables
encrypted, paperless faxing right from the desktop and eliminates the need
for stand-alone analog fax machines and analog phone lines.

The Cleo Streem® solution offers easier ways to interactively engage with
hospital staff and patients through customized, interactive messages. Send
routine or critical information, such as appointment reminders or surveys
using voice, fax, email, and text communications. By sending information
in a wide range of formats to a wide range of devices, recipients are more
likely to receive the message and respond. The interactive system allows
immediate confirmation and response to the sender so you get better and
quicker feedback.

When integrated with MFDs, the Cleo Streem solution turns copiers into
information portals. Documents come across your work station in one of
three ways:
• An email attachment
• A link to a secure file share folder
• A file routed directly to a specific secure file folder or document
management system, such as Sharepoint

Surveys: Create, deliver, and process
surveys in a timely fashion, enabling
recipients to respond conveniently.
A comprehensive reporting
mechanism improves the ability to
access and incorporate feedback.
Appointment reminders:
Significantly reduces no-show rates
by notifying patients of appointments
within 24 hours, reporting patient
confirmation, and/or enabling
patients to request a rescheduled
appointment with minimal staff effort.
General information/security
alerts: Rapidly inform employees
and media outlets of key events
and operational status changes,
including weather alerts, building
disruptions, and security situations.

Additionally, the Cleo Streem solution’s highly developed security tools
prevent unauthorized scanning, faxing, or e-mailing of confidential
records to external destinations through the use of employee login, list
authorization, standard secure fax protocols, and audit trail.

Automated phone tree calling:
Facilitates immediate staff callout with audit trail, eliminating
manual calling processes and
improving efficiency.

Components
Cleo Streem Print to Fax Client allows users to eliminate the paper
workflow and send faxes right from a computer desktop through encryption
via the Cleo Streem server. Also, anytime a user fires up this client, it loads
an address book specifically for that user and no one else.

Applications

Improve Engagement, Response Rates

Secure Fax Release holds a fax in a queue on the secure Cleo Streem
server. Users walk up to any device on the network, authenticate with a
badge, and print it out on demand. This prevents potential HIPAA violations
when private faxes stack up on a machine for anyone to view.

One healthcare system had trouble sending out patient experience surveys
in a timely manner. With Cleo Streem, staff generated a list and automatically
sent the survey to 600 patients, achieving a 70-percent response rate. As a
result, Ninety percent responded positively to their care experience.

Cleo Streem Connect is a centralized, universal communication software
with the ability to send, receive, print, archive, and track information
through an MFD. With Cleo Streem Connect, users can fax, email, and send
phone messages and alerts only to authorized recipients from the Cleo
Streem address book, which automatically updates to every machine.

Another healthcare provider had an average appointment no-show rate of
25 percent. With studies showing that providers that call to remind patients
two days a scheduled appointment reduces no-shows by 34 percent,
the system leveraged Cleo Streem notification features to reduce missed
appointments and better staff its facilities.

Automated nursing callback:
Automatically notifies a qualified pool
of nurses of extra work opportunities
and prompts the nurses to accept or
decline the assignment. Responses
are logged and reported to HR.
List generation: Support automated
or ad hoc list generation via push
or pull methods from back-end
systems and databases to easily send
out mass notifications and alerts.
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Applications
Research projects: Easily
share confidential research
data with organizations
outside of your network.
Large files: Quickly and securely
share large files, no matter the
size, internally and externally.
Management reports: Distribute
daily management reports
in electronic form instead of
printing out 500-page files and
physically distributing them.
Secure messaging: Securely
communicate with patients and
other healthcare professionals while
still maintaining HIPAA compliance.
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Secure File Sharing

Secure File Transfer

When research hospitals conduct projects in association with commercial
healthcare facilities, they aren’t always on the same network. Sharing
confidential information, especially when it’s a 500 GB file, can’t be
done through fax or unencrypted FTP. But the Cleo Streem file sharing
capabilities solve this problem by using SFTP and an encrypted folder
system. Files for external users can be dropped into a secure folder or
scanned directly into it from a Xerox MFD. Users then receive instant
notifications of content being shared while linking to the relevant folders.
This repository-based workflow enables secure file sharing via the web,
a Microsoft Outlook plugin, or a smartphone, and controls documents
through access, permissions, and expirations.

All transactions with personally identifiable information (PII) must be
protected and encrypted in accordance with HIPAA, Meaningful Use, and
other health data mandates. That makes secure, encrypted file transfer
critical to every healthcare organization. For this very reason, every
transaction to and from the Cleo Streem system is encrypted to meet
regulatory compliance mandates. Cleo Streem enables an automated,
comprehensive document management system that secures:
•
•
•
•
•

Incoming faxes
Faxes from a device
Faxes from a desktop
List generation of patients to call/notify
Automated appointment reminders

For instance, patient medical records submitted from an outside healthcare
network can be routed to a hospital’s EHR/EMR system for easy access
among its branches, labs, and clinics, complete with comprehensive file
transfer logging and auditing trails.

Applications
Encryption: Secure data in
transit and at rest using SFTP.
File transfer logging: Exchange data
automatically with labs, insurance
companies, and vendors all while
maintaining HIPAA compliance.
Paper digitization: Automate
scanning from an MFD to
a secure location inside or
outside the network.
Records automation: Automate
submission of documents
to your EMR systems with
one-touch workflows.
Secure portal: Set up a secure online
portal so staff, administrators, and
patients can skip fax workflows.
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Timely, Reliable Cleo
Streem Solutions
An intelligent, enterprise-wide
communications solution contributes to
automated workflows and more productive
employees.
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Employees send faxes to any number of
recipients from a multifunction device
or directly from their workstations. The
content is captured by Cleo Streem Fax
technology and delivered seamlessly to
any number of standalone fax machines or
multifunction devices and workstations if
the recipient has an enterprise fax solution
in place. Incoming faxes are routed directly
to the users’ workstations via the Cleo
Streem system.
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Alerts are sent as documents, images,
video, voice, text messages, or in a
combination of formats via telephone, Web
browser, or any multifunction device. The
alerts are routed to recipients’ phones, cell
phones, pagers, email accounts, and/or fax
machines by Cleo Streem.
The recipient can then reply back to the
sender via touch-tone response. Cleo
Streem software captures all responses
and generates customized reports that
graphically illustrate who and how many
people have received and can/cannot
respond to the message.
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Secure Network Fax

Secure File Sharing

Alerts and Messaging

Secure File Transfer

Why Are Hospital
Staffers Still Standing
at the Fax Machine?

Why Are Your Research
Teams Physically
Delivering Paper?

What If You Didn’t Have
to Call Hundreds of
Patients a Day?

How Do You
Meet Your HIPAA
Encryption Needs?

A large U.S. health network was managing more than 35,000
inbound and outbound fax pages a month. Received faxes
also needed to be manually scanned and imported into the
EMR system. Employees spent valuable time standing by
analog fax machines sending faxes, waiting for confirmations,
or checking for received faxes. Creating a secure environment
for individual fax machines to meet HIPAA requirements
was increasingly difficult, and role-based access and audit
capabilities were non-existent.

A university medical center in Ohio was collaborating with
another medical institution on a research project, which
meant the teams had to regularly share large files. But the
data was private and had to be shared securely. Even though
the outside medical center was directly across the street,
sharing information securely was a huge problem.

One U.S. hospital network provides special devices allowing
patients in remote locations to connect with a hospital or
caregiver from the comfort of their homes. These home
healthcare devices allow patients to quickly check symptoms
or measure and upload vital health statistics such as blood
sugar, blood pressure, and weight-loss results without a costly
trip to the hospital or emergency room. But what if patients
forget or don’t use these devices?

Due to stringent Omnibus regulations in HIPAA, medical
centers across the U.S. must have a complete audit trail
of who sent any documents containing sensitive personal
information to whom and when. In federal facilities, all
confidential information must be secured at rest and in transit
with FIPS 140-2 encryption. One military medical center
deployed Cleo Streem with secure file transfer capabilities to
ensure it could meet these mandates.

Healthcare staff members were also tasked with making
manual phone calls to patients. Due to call volume and
workloads, the staff was unable to make all of the positive
reinforcement calls to encourage patients to use the devices
and to remind them to enter their daily information. This,
despite data had proven positive reinforcement increased
patient usage and retention. With Cleo Streem, alert and
notification features automated appointment reminders and
positive reinforcement communication. Patients could then be
reached via home phone, cell phone, text, email, or fax for a
fraction of the effort and cost of the previous manual method.

Specifically, the medical center set up Cleo Streem Connect,
a secure scan and send feature that pre-programmed an
encrypted connection to Blue Cross Blue Shield (BCBS).
Hospital workers could now securely scan any document,
which gets encrypted and logged through Cleo’s secure file
transfer technology, and send it off to BCBS while maintaining
compliance. Now, every document sent through the Cleo
Streem server is a secure file transfer from device to desktop,
with a complete audit trail that includes the fax transmission.

The Cleo Streem secure messaging platform provided
automated, efficient, and secure desktop faxing directly from
email and scan-to-fax right from their multifunction devices.
Received faxes are now rerouted to a network directory
for importing into the EMR software, canceling out the
manual process. Elimination of phone lines, fax machines,
consumables, and associated faxing costs allowed immediate
savings, with a significant return on investment (more than
$100,000) in the first year alone.

A traditional fax machine doesn’t hold enough paper to
support the kinds of transmissions the project entailed. So,
team members were printing large stacks of paper or burning
project data to CDs and physically delivering it across the
street. The university medical center decided to leverage
Cleo Streem’s secure file sharing technology, setting up an
encrypted folder system, where large digital files for internal
or external users are placed into a secure folder or are
scanned directly into it from a device using SFTP. Users now
receive timely notifications of content updates and project
links to the secure folders.

Xerox and Cleo Integrated Technology
SECURE MULTIFUNCTION DEVICES
Xerox MFDs seamlessly integrate with the Cleo Streem solution for secure network fax, secure
file transfer and file sharing, advanced messaging, document management, and automated
workflows.
SECURE NETWORK FAX
Cleo’s award-winning communications server for secure network fax, integrated secure file
transfer and file sharing, secure automated messaging, and automated workflows applications
include custom scan and fax workflows, voice surveys, secure routing, document management,
and more.
ALERTS AND NOTIFICATIONS
Cleo’s advanced messaging application component is used by healthcare customers for
distributing critical information via voice, fax, text, and email to patients, vendors, internal,
and external destinations.
SECURE FILE SHARING
This fully integrated component provides a secure, centrally managed solution for sharing
confidential information to internal and external users. This feature also ensures encrypted file
transfer from scanning devices and user desktops with instant notification of shared content
with complete audit trail. Attain bulletproof security with the included proxy server.
SECURE FILE TRANSFER
This fully integrated component ensures encrypted file transfer from scanning devices and user
desktops to Cleo Streem for secure scanning and faxing of patient information as well as secure
document repositories for mission-critical storage and document retention. Obtain complete
audit trails of all file transfers to ensure data and documents are encrypted both in transit and
at rest to meet security and regulatory compliance requirements.
LIST GENERATION
This fully integrated component allows you to securely connect to backend systems and
databases to extract and generate notification recipient lists to be transferred and used
in conjunction with the Cleo Streem alert and notification application. Examples include
automatic generation of lists for appointment reminder calls, lab results and building closures.

Contact Cleo Today to Get Started
The Cleo Streem® secure network fax and
communications system enables encrypted,
paperless faxing right from the desktop and
eliminates the need for stand-alone analog
fax machines and analog phone lines while
equipping your organization with easier ways
to interactively engage with hospital staff and
patients.

This end-to-end communications system gets
information to the right people, at the right time,
and in the right place to create more efficient
and compliant workflows with measurable
benefits. With a Cleo Streem system, your
employees can spend less time managing their
document and message workflow and more time
delivering patient care.

Contact Cleo
cleo.com/streem

