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Introduction 
 

Overview  

This document describes the functions provided by the Transaction Processor administration, 

configuration, and connection manager tools, hereafter referred to as the TP Admin.  The TP 

Admin is a web-based utility that allows a user to configure and manage the Transaction 

Processor. 

 

The Transaction Processor Administration, Configuration, and Connection Manager utilities 

are one component of Cleoôs Transaction Development Kit, a set of tools designed to 

simplify program access to mainframe and application server data.  This kit is composed of: 

 

Transaction Designer (TD) ïrecords screens and creates transactions. 

 Transaction Designer for XML (TD-XML) ïimports or captures XML documents and 

creates transactions. 

Transaction Processor (TP) ï processes the transactions in real time. 

 Transaction Processor Client (TP Client) ï provides the basic API functions. 

  A set of Transaction Processor Administration, Configuration, and Connection Manager 

utilities (TP Admin) ï web based tools used to set configuration parameters, provide 

session monitoring, display log messages and statistics for the TP Service and initialize 

the connection pools for redundant and secure client support. 

 

Other supporting documents include:  

 

Transaction Designer Userôs Guide 

This guide explains how to record screen clips and create transactions. 

Transaction Processor Quick Start Guide 

This guide lists prerequisites and provides an installation procedure for the Transaction 

Processor. 

Transaction Processor Client Quick Start Guide 

This guide lists prerequisites and provides an installation procedure for the Transaction 

Processor Client. 

Transaction Processor Programmerôs Guide 

This guide provides information about developing applications that utilize the Transaction 

Processor. 

 

On Windows, the Administration Guide and Programmerôs Guide are installed in the 

%TP_HOME%\docs directory in PDF format.   

(For example:  C:\Program Files\CleoTP\docs\AdminGuide.pdf).  

These documents can also be found on the Transaction Processor installation CD. 
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Component Diagram  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Component Diagram 

 

Features  

For a TP Service installation, the Web Admin consists of a configuration page, an 

administration page, and a connection manager page.  For a TP Client installation, the Web 

Admin consists of only the connection manager page. 

 

The configuration page is used to set configuration options and define resources required by 

the Transaction Processor.  These settings are then stored in the configuration file 

(%TP_HOME%\conf\cleotp.cfg, sessions file (%TP_HOME%\resources\sessions), and 

keyboard macros file (%TP_HOME%\macros\keyboard.mac). The default %TP_HOME% 

is C:\Program Files\CleoTP on Windows, /opt/cleotp on UNIX/Linux. 

 

The administration page allows the viewing of and searching through the log files 

(%TP_HOME%\logs\*.log).  The tool also provides session information such as status and 

last transaction run.  

 

The connection manager page allows for the configuration and monitoring of pool(s) of 

connections.   The pools are used to optionally support failover and/or a secure connection 

from the TP Client to the TP Service. 
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Functional Description  

Configuration  

The following configuration settings can be viewed, set, or modified: 

 Session pool information (set ranges; enable/disable ranges; edit ranges; assign hosts)  

 Keyboard macros (admin user only, no secure encryption enabled) 

 Timeout (maximum seconds to wait for a host screen or XML response to arrive after 

sending data to the host/server)  

 Interlogin gap (number of seconds to wait before logging in next session) 

 Maximum recovery tries 

 Recovery retry interval 

 Recovery wait time (in seconds) 

 Time in ASSIGNED state (this factor times the recovery wait time before an assigned 

session is thrown into recovery) 

 Shutdown time  

 Log level 

 Auto Recovery 

 Data Stream and Low Level Trace Information 

 SSL Support 

 Secure Encrypted Macro Table 

 Host Settings (IP address and port of host(s)) 

 Version information 

 License information 

Administration 

The following capabilities provide administrative support: 

 View logs 

 Search for specific text in a log file 

 Start or stop the TP Service 

 Activate or deactivate sessions 

 Start or stop sessions 

 Monitor session status 
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Connection Manager 

      The following settings can be viewed, set, or modified: 

 

 Connection pool information 

 Configure failover support 

Á Enable/Disable Failover Service 

Á Periodic time interval to run Failover Service to update status of all 

connections 

Á Primary connection 

Á Secondary connections 

 Secure client support 

 Status of connections to services that are defined in a pool 

 

 

Getting Started 
 

Pre-Requisites  

 Transaction Processor (TP) Service must be installed to access Administration, 

Configuration, and Connection Manager Pages. 

 Transaction Processor Client must be installed to access the Connection Manager Page 

remotely. 

 Transaction Processor Admin Service must be running if on Windows.   

 The tomcat web server delivered with the TP must be running if on UNIX/Linux. 

 An Internet browser (such as Netscape 7 or above or Internet Explorer 6 or above) that 

can display HTML 4 and interpret JavaScript and CSS must be available. 

 A Transaction Set must first be created/defined using the Transaction Designer (TD). 

 Each Transaction Set should reside in its own folder.  The Transaction Set folder must 

then be transferred into the Transaction Processor transaction set directory (i.e., 

%TP_HOME%\trans where the default %TP_HOME% is C:\Program Files\CleoTP, 

/opt/cleotp on UNIX/Linux ) 

 

Refer to the Transaction Designer Userôs Guides for detailed instructions on 

creating/publishing/transferring transactions.  Refer to the Transaction Processor Quick 

Start Guide for installation and licensing instructions. 

 

 



Transaction Processor Administration Guide                                                                                Using the Web Admin 

10 

Using the Web Admin  
 

Access the TP Web Admin  

To access the administration and configuration pages: 

 

The Tomcat Web Server delivered with the TP must be running.  

If on UNIX/Linux, issue the following command from the root user: 

ñtpadmin startñ 

 

On Windows, check that the Transaction Processor Admin service is running using Services 

under Administrative Tools. If not, start it. 

 

1. Enter the following URL into the address line of your Internet browser: 

ñhttp://<ipaddress>:38080ò  where <ipaddress> is the host name or IP address of the system 

where the Transaction Processor service is running. 

 

2. You will be directed to the TP Login Page 

 

 

 

 

 

 

 

 

 

 

 

 

3. Enter the User Name and Password in the fields provided. In addition to the admin user 

name, there are 5 user names provided for use: user1, user2, user3, user4, user5. The 

initial password is the same as the user name.   

Note: The admin user has special privileges ï ability to view and manipulate the 

keyboard macro table, and ability to change the password for any of the above-mentioned 

user names. 
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4. Click the ñLoginò button. If you are logging in for the first time, you will be redirected to 

a page that requires you to change the Password, shown below. Otherwise, skip to step 6. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

5. To change the password, type a new password into the ñNew Passwordò and ñRepeat 

Passwordò fields and then click ñChangeò. 

WARNING:  If you forget the admin  password, you may be required to reinstall the 

Transaction Processor. 

 

Note: The ñadminò user can change the password of any other user by typing his User Name 

and Password and clicking ñChange Passwordò. Then, change the User Name field to the 

name whose password is being changed. If the password for the other user is not known, the 

Old Password field must be left blank.  

 

6. A page similar to the one below will then be displayed.  From this page, you can go to the 

Administration/Configuration/Connection Manager Page by selecting Administration / 

Configuration  / Connection Manager from the drop-down list and clicking GO.  
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Configuration Features  

 

 

 

From the configuration page, you can define several different configuration settings described 

later in this document.  You can also choose to return to the Selection Page without saving by 

clicking Return to Cleo Component Selection. 

 

Saving Configuration Settings 

To permanently save configurations, click the Save Settings button at the top of the screen.  The 

following dialog appears: 
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If you would like the changes to take affect immediately in the running Transaction Processor 

Service, enter ñyò and click OK. If the save is successful, the following dialog appears: 

 

 
 

Note that the following configuration options cannot be changed while the TP Service is 

running: Server Address, Base Port, SSL Support and Encrypted Macro Table.  In 

addition, session enablement, transaction set, and host assignments cannot be changed 

while the TP Service is running. 

 

If you specify ñnò and click OK, the changes will not take affect until the TP Service is restarted. 

If the save is successful, then the following dialog box appears: 

 

 
 

 

Whenever configuration changes are made that affect mapping of transaction sets to 

sessions and host settings, the Transaction Processor Service must be stopped and restarted 

for those changes to take effect.  See Starting and Stopping the Service on page 40. 
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Configure Session Pool 

 

Figure 2 ï Session Pool Setup 

Assign Transaction Set  

 

Transactions that are created in the Transaction Designer (see the Transaction Designer 

Userôs Guide for instructions on how to create transactions) can be run by the Transaction 

Processor on the request of a userôs application.  When a session assigned to a transaction set 

is reserved by the user application, the transactions that are contained in the transaction set 

are made available for a runTransaction call (see the Transaction Processor Programmerôs 

Guide). 

 

To assign sessions to a transaction set, you can eitheré 

 

Manually select the transaction set from the drop-down list under Transaction Set for an 

individual session. 

 

 -OR- 

 

Assign a range of sessions to a transaction set: 

 

1. Enter the session number or a range of session numbers 
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2. Select the transaction set that will be using the session from the drop down list. 

 

 

*********************************************** ************************  

NOTE: These transaction sets must already have been defined by the TD (Transaction 

Designer) and have been copied to the same machine that the Transaction Processor is 

installed ï i.e. a transaction set subdirectory must exist under the main transaction set 

directory (%TP_HOME%\trans\<transaction set name> where the default 

%TP_HOME% is C:\Program Files\CleoTP on Windows, /opt/cleotp on UNIX). For TN, 

the transaction set folder must contain login.xml and scdefs.xml. 

**************** *******************************************************  

 

3. Click Assign Sessions To Transaction Set.  

 

Assign Host Settings  

 

Each transaction set contains a set of transactions that are designed to run against the 

configured host.  Therefore, each host setting must be assigned to the session for which the 

associated transaction set is assigned. 

 

To assign which hosts that sessions will connect to, you can eitheré 

 

Manually select the host from the drop-down list under Host for an individual session. 

 

 -OR- 

 

Assign a range of sessions to a host: 

 

1. Enter the session number or a range of session numbers 

 

2. Select the host that the transactions will be running against from the drop down list. 

 
3. Click Assign Sessions To Host. 
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Disable Sessions  

 

If you wish to temporarily remove a session from a session pool but keep the definition 

intact, you can eitheré 

 

Manually deselect the associated checkboxes under Enabled for an individual session. 

 

-OR- 

 

Disable a range of sessions: 

 

1. Enter the session number or a range of session numbers 

 

 

2. Click Disable Sessions. 

 

Enable Sessions  

 

To re-enable the session, you can eitheré 

 

Manually select the checkboxes separately to individually add sessions. 

 

-OR- 

 

Enable a range of sessions: 

 

1. Enter the session number or a range of session numbers 

 

2. Click Enable Sessions. 

 

Define Keyboard Macros  (admin user only , no secure encryption ) 

 

Keyboard Macros allow you to specify variable input data (such as login ids and passwords) 

in ñto hostò fields created using the Transaction Designer. A Keyboard Macro is indicated by 

ñ[n]ò in the ñto hostò field value, where ñnò is the column number (1-10) in the Macros table. 

Refer to the section entitled Define Variable Data Fields in the Transaction Designer Userôs 

Guide for details on setting up these field definitions. 

 

At run time, the Transaction Processor Service accesses the Macros table and makes 

appropriate substitutions when sending the input to the host.  
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**************************************************************************  

NOTE:  There is a separate keyboard macro definition for each session that is configured. 

**************************************************************************  

 

For example, the field4 value ñ[2]ò ( Figure 3) as defined in the TD is replaced by ñpassw1ò 

when using session 1, and replaced with ñpassw2ò when using session 2 since those are the 

values defined in column 2 of the keyboard macro table (Figure 4). 

 Figure 3: Keyboard Macro in Transaction Designer 

 

Figure 4: Keyboard Macros Table 
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To assign keyboard macros to sessions, you can eitheré 

 

Modify an individual macro directly by typing into the appropriate text field under the 

numbered button headers. Click ñSave Settingsò when done. 

 

-OR- 

 

Define keyboard macros for a range of sessions: 

 

1. Enter the range of sessions 

 

2. Click the numbered button over the associated column 

 

  
 

3. When the button is clicked, the following window will appear. 

      Figure 5: Edit Macros 

 

To clear the contents of a column, click Clear Range.  The contents of the column for the set 

range of sessions will be emptied. 

 

To fill all the blank text boxes in the column for the set range with text:   

 

1. Fill i n the text box next to Fill with : 
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2. Optionally append or prepend an auto-incrementing number by selecting the checkbox 

next to the drop-down list, selecting Append or Prepend from the drop-down list, and 

entering a starting number. 

 

 

3. Click Fill Range.  

4. The text will be displayed in the appropriate column.  

 

 

Figure 6: Keyboard macro values displayed 

 

After the macro values have been entered, the ñSave Settingsò button must be clicked 

before turning display on/off. 

 

To turn display of macro values on or off in a column, click the  button. For example, the 

table above would be displayed as shown in Figure 7 after clicking   in column 2. 

 

 

Figure 7: Hidden keyboard macro values 
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Define Keyboard Macros (admin user only, with secure encryption)  

 

When ñEncrypted Macro Tableò is turned on through the Configuration options, the macro 

value tables by each session will not be shown.  This is an added security feature that will not 

show the macro values to any user, including the admin.  To enter in macros with the macro 

encryption feature, the admin must use the encryption utility found in %TP_HOME%/bin 

called ñEncrypted Password.exeò (default is C:\Program Files\CleoTP on Windows or 

/opt/cleotp on Unix). 

 

Launching this application will display a screen similar to below: 

 

 

Figure 8: Encrypted Password Utility 
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If macro values have previously been recorded, and you would like to convert them, click 

ñConversionéò in the menu.  This will display the screen below. 

 

 

Figure 9: Conversion Utility  

 

The ñSourceò field should point to the correct macro file (the older version of the file that 

you wish to convert to the new, secure version).  If it does not point to the  proper file, 

choose the correct macro file by using the ñChooseéò button. 

 

Once you have properly entered the macro file to convert, click ñConvertò.  The result will be 

a new, securely encrypted macro file. 

 

NOTE: This conversion is one-way.  You cannot decrypt the new macro table back to the 

original file format. 

 

If you do not previously have a macro file, or you wish to make changes to the macro file 

after conversion, you must use the main screen to make changes. 

 

Changing Macro Values 

 

To add security to macro fields, the new security macro table will never display values.  This 

requires all values to be known prior to making any changes.  Old values will be displayed as 

asterisk (*) when typed, and the new value will not be echoed to the screen at all.   

 

To determine if a new value has been entered, two check boxes are at the bottom of the 

screen.  These check boxes will become checked when a value is typed into the 

corresponding field. 

 

To change a macro value, change the Session and Macro boxes to the appropriate position.  

For example, if you would like to change session three and the second
 
macro field, you 

would change the session to ñ3ò and ñMacro #ò to ñ2ò.  If the old value was ñpass123ò, that 

would be entered in ñEnter Current Valueò box.  Then, enter the new password in the ñEnter 

New Valueò and retype the password in ñRe-Enter New Valueò. 

 

Once that has been completed, click the ñSubmitò button to save the changes.  If successful, 

the status bar will display a message indicating success.  If not, the status bar will provide 

more details as to why the save failed.  There are a number of reasons for a failed save, 

including not retyping the password correctly, or the previous password was invalid, etc. 
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Adding New Macro Values 

 

To add a new macro value, repeat the process for ñChanging Macro Valuesò, except for the 

ñEnter Current Valueò field, leave this blank. 

 

Removing Macro Values 

 

To remove a macro value, follow the process for ñChanging Macro Valuesò, except for the 

ñEnter New Valueò and ñRe-Type New Valueò fields, leave them blank. 

 

Mistype in the New Macro Value 

 

If you realize that youôve made an error in the ñEnter New Valueò or ñRe-Enter New Valueò 

fields, you can click the ñClearò button to remove what you have typed in that field.  You can 

then retype the value correctly and press ñSubmitò. 
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Configure Host Settings 

This section describes how to configure the connection for communicating with a TN 

Mainframe/IBM AS400(S series) Host that supports TN3270 or TN5250 Protocol.   

The Cleo TP Software acts as a TN Client to a Mainframe/IBM AS400(S series)ôs TNSERVER.  

Á TN - a host providing access to tn3270(mainframe) or tn5250)IBM AS400(S series) 

applications. 

 

 

Figure 10: Host Settings 

Add a Ne w TN Host Setting  

Since the preconfigured setting delivered with the sample is for accessing a public host, you 

will need to add a new host setting for your business application. 

 

To add a new tn3270 or tn5250 host setting: 

 

1. Select TN from the pull-down box. 

2. Click Add New Host Of Type. 

3. Enter a unique name for the host setting.  Click OK . 
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4. Enter host settings as shown in Figure 11 and click Save when done. 

 

  

Figure 11: TN Host Settings (Windows on left, UNIX on right)  

 

 Host Address: is the host name or IP address of the TN Server or 3270 host computer.   

 Port:  is port/socket number of the TN Server (as defined on your TN Server ï default is 23)  

 Emulation Type: is either TN3270 or  TN5250 

 Turn E Support : is either On or Off 

 

The following are optional: 

 

 LU/Pool: is the specific LU or pool name that you wish to use 

 Device Type (supported on UNIX only): specifies terminal type to be used during sub- 

negotiation when connecting to the host. If not specified, the following terminal types are 

assumed: IBM-3279-2-E, IBM-3278-2-E, IBM-3279-2, IBM-3278-2 
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Supported on Windows only 

 Screen Size: Default Screen Size is Model 2(24x80).   

Optionally can specify Model 3(32x80), Model 4(43x80), Model 5(27x132), or Dynamic. 

 E Response Support: Older TN3270 Servers such as IBM Communications Server require 

this to be checked.  Most modern TN3270 Servers do not have this requirement. 

 Use Keep-Alive: Some TN3270 Servers will shut down a connection if there is no activity 

for a specified amount of time.  To prevent this automatic session termination, use the Keep-

Alive option to send a periodic signal to the server. This feature can also be used to keep an 

internet connection alive. 

 Keep Alive Timer: This value specifies the regular interval at which a timing signal is sent. 

The value may be between 1 minute and 1440 minutes (1 day). The default value is 5 

minutes. Use Keep-Alive must be checked to use this parameter, otherwise it is ignored. 

 Keep Alive Sequence: Choose between two timing signal options: NOP or TM (Timing 

Mark). The default setting is NOP. Use Keep-Alive must be checked to use this parameter, 

otherwise it is ignored. 

 Use SSL: When set to Yes, SSL (Secure Sockets Layer) encryption is enabled and both 

TN3270 and TN5250 terminal emulation sessions are protected from eavesdropping, 

tampering, or message forgery.  Secure Telnet sessions using SSL typically use TCP Port 992 

instead of 23, but may be re-configured to any available TCP Port desired. The host 

mainframe computer you are connecting to must also be configured for SSL, or a connection 

will not be made. 

 

The following are ignored if Use SSL is set to No: 

 Accept Self-Signed: Set to Yes to accept a self-signed server certificate 

 Accept Expired: Set to Yes to accept a server certificate that has expired 

 Accept Not Yet Valid: Set to Yes to accept a server certificate that has a starting date in 

the future 

 Accept Invalid : Set to Yes to accept invalid server certificates for any reason other than 

the date or signature. The server certificate check will be ignored.  

 Ignore Certificate Error : (Not Yet Implemented) If set to No and any SSL certificate 

connection error occurs, an error will be returned when attempting to connect to the host.  
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View or Modify an Exist ing Host Setting  
 

Refer to Figure 10 and Figure 11 for the following instructions. 

 

To view existing settings: 

 

1. Select a host setting from the host drop-down list on the configuration page. 

2. Click Update / View Settings For Host on the configuration page. 

3. Once youôre done viewing the settings, click Close on the host settings window.  

 

To update existing settings: 

 

1. Select a host setting from the host drop-down list on the configuration page. 

2. Click Update / View Settings For Host on the configuration page. 

3. Make any modifications to the settings in the edit host settings window. 

4. Click Save on the edit host settings window. 
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Configure Options 

 

 

Figure 12: Configuration Options 



Transaction Processor Administration Guide                                                                    

28 

View Base Path  

 

The Base Path is specified during installation and cannot be modified (is read-only). 

Defaults: Windows (C:\Program Files\CleoTP\), UNIX/Linux (/opt/cleotp/) 

 

The Base Path identifies the location of the Transaction Processor install folder.  This folder 

contains all the necessary directories and files to run the product.  This folder includes the 

following: 

 bin ï a subdirectory of executables needed to run the TP and utilities 

 conf - a subdirectory of all necessary configuration files for the product 

 lib ï  a subdirectory of java and shared libraries required by the Transaction Processor 

 macros ï a subdirectory containing the values for macros that are defined in the 

Transaction Designer   

 resources ï a subdirectory containing Web Admin templates, and licensing and session 

information 

 trans ï the subdirectory of transaction sets created using the Transaction Designer 

 uninstall ï a subdirectory which includes the programs to uninstall the Transaction 

Processor 

 

Configure Timing Options  

 

See Figure 12 for the default values of the timing options, which are: 

 

Applicable to TN3270/5250 transactions only 
 

 Timeout ï the maximum amount of time, in seconds, to wait for each host screen in a 

transaction  

 Interlogin gap ï the number of seconds between Transaction Processor startup and login 

(and subsequent logins) 

 Maximum recovery tries ï maximum number of user-defined recovery attempts. 

 Recovery retry intervals ï seconds between tries at recovering a session 

 Recovery wait time ï seconds a session can remain in one state before it is put into 

recovery (excluding states PARKED, AVAILABLE, RECOVERING, DEACTIVATED, 

HOST_DOWN). 

This time should be configured to be greater than Timeout. 

 



Transaction Processor Administration Guide                                                                    

29 

Applicable to both TN3270/5250 and XML transactions 
 

 Time in ASSIGNED state ï seconds a session can remain in the ASSIGNED state before 

it is put into recovery. This number, a multiple of the recovery wait time value, is the 

amount of time an application can keep a session reserved during a period of inactivity. 

 Startup time - seconds allotted for Transaction Processor service to initialize all enabled 

sessions, which includes time needed to run the login transaction for all TN sessions. If 

the startup time is not long enough, some of the TN sessions may not be logged into the 

host and PARKED. 

 Shutdown time - seconds allotted for Transaction Processor service to shutdown, which 

includes time needed to run the logout transaction on all parked TN sessions. If the 

shutdown time is not long enough, some of the TN sessions may not be logged off the 

host. 

-------------------------------------------------------------------------------------------------------------- 

To change the timing, edit the value in the associated textbox. 

-------------------------------------------------------------------------------------------------------------- 

 

Configure Log Level  

 

The Log Level identifies the type of entries made to the %TP_HOME%\logs\transaction.log 

file for each session. The Log Level may be configured to any one of the following settings:  

 DEBUG ï Provide detailed information on what is occurring during a run of the 

Transaction Processor. 

 INFO ï Provide basic information on what is occurring during a run of the Transaction 

Processor. 

 WARN ï Provide information on minor / recoverable / ignorable errors that are 

encountered during a run of the Transaction Processor. 

 CRITICAL ï Provide information on errors that need to be addressed immediately before 

a run of the Transaction Processor can continue. 

 FATAL ï Provide information on errors that prevent the Transaction Processor from 

running and cannot be recovered. 
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To change the log level, select the desired log level from the log level drop-down list. 

 

 

****************************************************** *****************  

NOTE: Setting the log level to DEBUG will turn ON input field validation for TN 

transactions only.  For XML transactions, the last XML response received as a result of 

running an XML transaction is written to the response.xml file in the logs directory. 

***********************************************************************  

Configure Recovery Options  (for TN transactions only)  

 

User-defined Recovery 

Use of the recovery feature in the Transaction Processor, though strongly recommended, is 

optional.  Setting the Max Recovery Tries to a value greater than 0 will signal the 

Transaction Processor that it should run the user-defined recovery transaction that was 

previously defined using the Transaction Designer. 

 

*** ********************************************************************  

NOTE:  User-defined Recovery will not be run in a recovery situation caused by a host-

outage. 

***********************************************************************  

----------------------------------------------------------------------------------------------------------- 

To change the max number of user-defined recovery tries, edit the value in the associated 

textbox. 

----------------------------------------------------------------------------------------------------------- 

 

Automatic Recovery 

If automatic recovery is turned on, the Transaction Processor (TP) will use Power Off 

followed by Power On session commands to attempt to recover the session and get it back to 

a parked state after all user-defined recovery attempts have been made. Sending Power Off 

followed by Power On tells the host that the terminal session has been turned off, and then 

turned back on. This usually causes the initial host (i.e. banner) screen to be sent to the 

session. When the TP detects this screen has been received, it runs the login transaction to 

put the session into the parked state 
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It is important to point out that the automatic recovery is not guaranteed to work in all 

environments. Thus, we recommend that this feature be tested during application 

development to determine if it will operate in the desired manner, or if a user-defined 

recovery transaction is required. 

 

-------------------------------------------------------------------------------------------------------------- 

To change the Auto Recovery option, select the desired automatic recovery ñOnò or ñOffò 

radio button. 

 

Application Controlled Recovery 
A user application may retain control of a session by issuing the keepSession feature call.  In 

this case, neither the user-defined nor automatic recovery will be executed until after a 

release is issued by the application.  Thus, the application, and not the Transaction Processor, 

will be responsible for recovering the session. 

 

Configure Server Options  
 

The Server options are: 

 Server Address ï IP address or hostname of  the system where the Transaction Processor 

is running 

 Base Port ï port number to use as the server socket for client access 

 

The Server Address field identifies the IP address of the system where the TP is running.  

The Base Port number (<baseport>) plus one identifies the port number of the Transaction 

Processor Service. The port number(s) of the host server(s) on UNIX or Linux are 

<baseport> + n, where n is the session id + 1.  The ports must not be reserved (0-1024) or 

already in use by another process.  Check which ports are in use before changing this value. 

 

-------------------------------------------------------------------------------------------------------------- 

To change the server option, edit the value in the associated textbox. 

-------------------------------------------------------------------------------------------------------------- 

Configure Tracing  (for TN transactions only)  

 

There may be times when the transaction log does not provide enough information to track 

down a problem related to the host.  For this reason, optional tracing is available. 

 

The tracing options are: 

 Off - Turn both low level and data stream trace off 

 Low Level - Turn only low level / hllapi trace on 

 Data Stream - Turn only data stream / message trace on 

 All - Turn both low level and data stream trace on 

 

-------------------------------------------------------------------------------------------------------------- 

To change the tracing option, select the desired radio buttion. 

-------------------------------------------------------------------------------------------------------------- 
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Information captured during the trace can be found in the trace files, described below. 

 

On Windows 

The OHIO (Open Host Interface Objects) interface, similar to HLLAPI, is used to provide 

access to TN3270/5250 screens on Windows. The mapping between each OHIO session and 

Transaction Processor session can be found in the %TP_HOME%\logs\transaction.log.  

 

Data Stream Trace 

%TP_HOME%\conf\<host-name>_<ohio-session>_ds.txt (e.g. C:\Program 

Files\CleoTP\conf\umlib_25493_ds.txt) 

 

This trace captures the TN3270 or TN5250 data stream between the host and the emulation 

layer.  This type of trace is very helpful in resolving problems involving the SNA BIND 

attributes as well as other problems involving the data stream. 

 

Low Level Trace 

%TP_HOME%\conf\<host-name>_<ohio-session>_ll.txt (e.g. C:\Program 

Files\CleoTP\conf\umlib_25493_ll.txt) 

 

This trace captures the lowest level of communication between the emulation 

communications layer and the underlying communications subsystem.  This type of trace is 

very helpful in resolving problems involving the establishment of a connection. 

 

For example, the following log message specifies that session 3 is using OHIO session # 

10506: LU3: Enabling trace for OHIO session 10506. 

 

The trace files are found in the %TP_HOME%\conf directory and are named 

as402__10506_ds.txt and as402__10506_ll.txt, where as402 is the name of the host setting 

for session 3. 

 

On UNIX/Linux  

 

HLLAPI  Trace 

/opt/cleotp/logs/hll1-<port + sessid>, /opt/cleotp/hll2-<port + sessid> (e.g. 

/opt/cleotp/logs/hll1-7564, /opt/cleotp/logs/hll1-7564) 

 

This trace captures HLLAPI function information such as function number and data passed 

into the function and/or returned from the function.  This type of trace is useful for 

determining which HLLAPI calls may have failed. 

 

Message Trace 

/opt/cleotp/logs/cleomsg1, /opt/cleotp/logs/cleomsg2 
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This trace captures 3270 or 5250 data stream messages handled internally and/or sent over 

TCP/IP to and from the host.  This type of trace is useful for investigating local problems and 

problems communicating with the remote host. 

Configure SSL Support  to TP Client  

SSL support can be configured whenever a secure connection between the TP Service and TP 

Client is required.  

 
 

Turn SSL Support On if only secure connections will be established. 

Turn SSL Support Off if only non-secure connections will be established. 

 

*************************************** ************************************  

NOTE:  If SSL Support is turned On, non-secure connections will be refused.  Likewise, 

if SSL Support is turned Off, secure connections will be refused. When changing this 

option, all affected TP services should be stopped, and all TP client applications must 

be restarted. 

***************************************************************************  

 

Configure Encrypted Macro Table  

In addition to new encryption, the encrypted macro feature will never display macro values.  

This is true both in the admin pages, as well as the Transaction Processor logs. 

 

To change macro values, the ñEncryption Passwordò utility must be used.  See ñDefine 

Keyboard Macros (admin user only, with secure encryption)ò for more information. 

 

Due to the secure nature of this feature, old macro values are not used.  This means that by 

default all macros will need to be redefined.  There is a conversion utility that will allow old 

versions of macro files to be converted to the new encrypted version, which is embedded in 

the ñEncrypted Passwordò utility. 

 

Note that there is no way to retrieve a macro from the new encryption mechanism, as was 

possible for the admin of the Transaction Processor previously.  No user, regardless of 

authority level, can see the contents of the encrypted macro table. 
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Configure E -mail Notification  (Windows only)  

 

Any number of conditions (or triggers) encountered while running the Transaction Processor 

might require that an operator be notified by e-mail. 

 

 
 

Turn E-mail Notification On if e-mail should be sent whenever a trigger is encountered. 

Turn E-mail Notification Off if no e-mail should be sent. 

 

---------------------------------------------------------------------------------------------------------------- 

To View or Edit the E-mail Notification Settings (including triggers and e-mail server 

information) click the View/Edit Settings button. 

---------------------------------------------------------------------------------------------------------------- 

 

Figure 13 - E-mail Notification Setup 

 














































































